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Ultrathread.ag. Click Here. Following are full lists of the newly discovered malware, all of them already described in this week's
SANS ISC Research Report: Earlier this week, I blogged about a new strain of Mac OS malware that was discovered in a user's
computer by Sophos. The malware, dubbed "LuckyOne" by experts, infected the user's OS X Lion (10.7) system and dropped a
malicious script that was designed to exploit a vulnerability in Mac OS X Lion and the latest version of Adobe Acrobat Reader.
Once infected, the malware creates a "Non-Apple Application" in the /Applications directory and displays a fake Apple logo on
the desktop. When opened, the application hides its executable and creates a version of itself that is identical to the original. The

malware then proceeds to perform a variety of activities on the victim's system. This is a relatively unique malware from the
standpoint of its design; it works only in the context of OS X and requires the victim to be running the latest versions of OS X
and Adobe Reader. A report by Bleeping Computer summarizes some of the capabilities of this malware. What's interesting is

that Apple has publicly stated that all versions of Lion are no longer supported. In fact, Lion was first released for Apple on
October 26, 2011. In the five years since its release, Apple has released six major updates to Lion. According to Apple's support

website, Apple officially discontinued Lion on March 15, 2020. Interestingly, Apple has not yet made any official statements
about their plans for updating the Mac OS X system in the future. So, it is unclear as to whether or not Apple will continue to
issue updates to Lion. It seems likely that Apple will continue to support OS X until a new OS is developed to replace OS X. It

is possible, however, that some upgrades to Lion, such as the Smart Menubar or Quick Look that were included in the first
release of OS X, may be removed from future releases. What are the implications of this malware for Apple
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